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Hello! Getting started with AWS can be daunting. The main two questions
most beginners face are:

* Howdo |l open an account and set it up the right way?
+ How can | ensure that | don't get charged for using AWS?

Both questions are valid. Especially the second one: while AWS has a Free Tier,
if you accidentally go over it's limits (e.g. forget to turn off an EC2 compute
instance), then you could be faced with a huge bill. Nobody wants that.

Because of these two concerns many beginners might never end up venturing
into AWS and learning the powerful tools that it has to offer. Thereby limiting
their career growth.

That's why Hadelin and | had decided to create this first CloudWolf Handbook:
“‘Getting Started with AWS”. Our goal is to help anybody, who wants to get
started with AWS, to set up their AWS account the right way and put in place
best practice security measures as well as appropriate financial guardrails such
as billing alarms to minimize the chances of going far above the Free Tier
limits.

You will find the following sections in this Handbook:
+ Part1: Creating Your AWS Account

+ Part 2: Setting up a Billing Alarm

+ Part 3. Creating an IAM User

We hope you get lots of value out of this Handbook,
Enjoy the Cloud!

Kirill & Hadelin

PS: if you spot any inaccuracies in the Handbook or have any suggestions or
feedback, please email us at support@cloudwolf.com

© CloudWolf | www.cloudwolf.com
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Part I:

Creating Your
AWS Account



The first step to getting started with AWS is opening your account. AWS offers a
free tier where you can get access to lots of different services up to a certain limit
of usage for free (more than enough for practice).

To open your AWS account
search for “AWS" on google.

Next, click on the “Free Tier”
option. Or just click this link:

https://aws.amazon.com/free/

We recommend browsing
around this page for a few
minutes to familiarize yourself
with the options available to
you in the free tier.

© CloudWolf | www.cloudwolf.com
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Q All E) News [1] Images

https://aws.amazon.com

Cloud Computing Services - Amazon Web Services (AWS)
Amazon Web Services offers reliable, scalable, and inexpensive cloud computing services.
Free to join, pay only for what you use.

AWS Management Console
Find AWS certified consulting and technology partners to help you ...

Amazon Web Services Login
Sign in. Email address of your AWS account. Or to signin as ...

Training and Certification

\ Build your AWS Cloud Skills with AWS Training and Certification.

Frectyler
Amazon EC2 - AWS Activate Founders - AWS Lambda - FAQs

AWS Free Tier

Types Of Offers

Explore more than 100 products ai

)

Explore Top Product Categories

hitps://aws.amazon.com/ree/?all-free-tier.sort-by=item.additionalFields. SortRank&all-free-tier.sort-order=asc&awsf. Free Tier Types="all&aws.Free Tier Categories="alli
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Note that in addition to usage limits, L o
some services also have a time limit I o e
when the free tier is available. Amazon EC2 Amazon S3

750 Hours

For example, EC2 offers 750 hours of e — S—
free compute capacity per month. o, storage nfastructure.
However, that is only available in the

first 12 months after you sign up. Also

note that applies to only certain types of

instances (t2.micro or t3.micro at the \
time of writing this report)
Amazon SageMaker
Another important example is S3 which ‘25 GB 2 Months
offers 5 GB of free standard storage. erreeperentil | SRR
However, after the first 12 months that seamless scalabily sclertit and developar.

storage will no longer be free and
standard S3 pay-as-you-go service rates

will apply.

AWS Free Tier

Once you are familiar with the
Free Tier offering, go ahead
and click the “Create a Free
Account”.

By the way, you can also click
the “Create an AWS Account”
which is in the top right
corner of almost all AWS
pages. It will take you to the
same exact menu as the
“Create a Free Account”
button.

© CloudWolf | www.cloudwolf.com

Gain free, hands-on experience with the AWS products and services

Learn mo ee Tier @

Create a Free Account

My Account~  Sign In Create an AWS Account

WS Marketplace ~ CugfOmer Enablement > Q

S Today

age, content delivery, or other




CREATING YOUR AWS ACCOUNT

From here please follow the steps as illustrated below:

Sign up for AWS

Root user email address
Used for account recovery and some administrative
functions

cloudwolfstudent@gmail.com

AWS account name
Choose a name for your account. You can change this
name in your account settings after you sign up.

Cloud Wolf Student

Verify email address

OR

| Sign in to an existing AWS account

Sign up for AWS

Confirm you are you
Making sure you are secure -- it's what we do.

We sent an email with a verification code to
cloudwolfstudent@gmail.com. (not you?)

Enter it below to confirm your email.

Verification code

[;24 1131
| veiv

Resend code

Sign up for AWS

Create your password

® It's you! Your email address has X
been successfully verified.

Your password provides you with sign in access
to AWS, so it's important we get it right.

Root user password
]
Confirm root user password

Co @ (step 1 of 5)

© CloudWolf | www.cloudwolf.com

Sign up for AWS

Contact Information

How do you plan to use AWS?

' Business - for your work, school, or
organization

© Personal - for your own projects
Who should we contact about this account?
Full Name

Cloud Wolf Student

Phone Number
I - D
Country or Region

I v

Address
Wolf Pack

Number 1

City
Cloud Wolf City

o @ &S O~




CREATING YOUR AWS ACCOUNT 4,

Next, AWS will ask for your CR card details. This is in case you go over the free
tier limits. However, if you stay below the free tier limits, then everything will
be free. And don't worry, if you follow this guide (and/or our courses) we
always show you how to put the appropriate safeguards in place so that you
are notified if you do go over the limits. Nonetheless, it is important to point
out that it is your responsibility to stay under the free tier limits if you
don’t want to be charged.

dWsS

\_/7

Sign up for AWS

Secure verification Billing Information

Credit or Debit card number

@ We will not charge you for usage ‘
below AWS Free Tier limits. We may :
temporarily hold up to $1 USD (or VisA . @ ﬁ
an equivalent amount in local g
currency) as a pending transaction
for 3-5 days to verify your identity.

AWS accepts all major credit and debit cards. To learn
more about payment options, review our FAQ

Expiration date

Month v ‘ I Year

Cardholder's name

Billing address
© Use my contact address

-~
\/' Wolf Pack
Cloud Wolf City Cloud 00000

AE

7
© CloudWolf | www.cloudwolf.com ® @ O @ 0% Q m Q



CREATING YOUR AWS ACCOUNT

L

_4’

Next, you will be asked to verify your mobile number:

Sign up for AWS

Confirm your identity

Before you can use your AWS account, you
must verify your phone number. When you
continue, the AWS automated system will
contact you with a verification code.

Country or region COdi
| United States (+1) v |

Mobile phone number
| |

Security check

Sy

Q

Sign up for AWS

Confirm your identity

Verify code

| @ |

Having trouble? Sometimes it takes up to 10
minutes to retrieve a verification code. If it's
been longer than that, return to the previous
page and try again.

On the following screen select the “Basic support” plan:

Sign up for AWS

Select a support plan

Choose a support plan for your business or personal account. Compare nlans and pricing examples
. You can change your plan anytime in the AWS Management Cor-o .

© Basic support - Free

« Recommended for
new users just getting
started with AWS

o 24x7 self-service
access to AWS
resources

« For account and
billing issues only

« Access to Personal
Health Dashboard &
Trusted Advisor

O

Developer support -
From $29/month

Recommended for
developers
experimenting with
AWS

Email access to AWS
Support during
business hours

12 (business)-hour
response times

<>

() Business support -
From $100/month

Recommended for
running production
workloads on AWS

24x7 tech support via
email, phone, and
chat

1-hour response
times

Full set of Trusted
Advisor best-practice
recommendations

| |

© CloudWolf | www.cloudwolf.com
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CREATING YOUR AWS ACCOUNT 4

®) There was a problem with your
payment information. To continue, sign
in to your account [4 and update your
payment information. Then you can
continue signing up. If this problem
persists, contact AWS Customer
Support [4.

Note that you may get an error which looks like this if Amazon is not able to verify
your CR card. If this happens, don't worry, continue with the account set up. Then
once you are logged into your account, you can update your CR card details via
the following link:

https://us-east-l.console.aws.amazon.com/billing/home?region=us-east-
1#/paymentpreferences/paymentmethod/add

9
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https://us-east-1.console.aws.amazon.com/billing/home?region=us-east-1#/paymentpreferences/paymentmethod/add
https://us-east-1.console.aws.amazon.com/billing/home?region=us-east-1#/paymentpreferences/paymentmethod/add

Congratulations! Your account has
been created. Click the orange
button to sign in.

Also, you can click the “Sign In”
button located in the top right
corner of almost any AWS page.

© CloudWolf | www.cloudwolf.com

Congratulations!

Thank you for signing up with AWS.

We are activating your account, which should take a few
inutes. You will receive an email when this is complete.

anagement Console

X

Sign up for anotiier account or Contact Sales

My Account Sign In Complete Sign Up

Marketplace #Customer Enablement > Q

gistration

d solutions to build
alability, securit

Englishv My Account~ Sign In to the Console

ents Explore More Q

s Terms and Conditions

e 2 <> 9~ N



CREATING YOUR AWS ACCOUNT ./

N

On the sign in screen select “Root user” and enter your email. On the next
screen enter your password:

aws adWws

N N

Sign in Root user sign in e
Email: cloudwolfstudent@gmail.com
@® Root user
Account owner that performs tasks requiring Password Forgot password?
unrestricted access. Learn more I

O 1AM user

User within an account that performs daily tasks. -*min
Learn more &

Sign in to a different account
Root user email address

Create a new AWS account
[ cloudwolfstudent@gmail.com| ]

Congratulations! You're in your account. Have a look around and we will
continue in the next section. Until then, enjoy the cloud!

LN M AWS Emall Verification - cloud. X @ AWS Management Console X 4 v
& 5 C @& ap-northeast-1.console.aws.amazon.com/console/home?region=ap-northeast 11 G o h x OO :
) @ Al @
(0]
Console Home w.
@ Introducing 4 new widgets for Console Home. b q
Now you can view the Security Hub, Managed instances, Ops summary, and Patch compliance widgets. Find them at the bottom of your Console Home.

i Recently visited Info § ! Welcome to AWS
L]
Getting started with AWS [
2 Learn the fundamentals and find valuable
4 information to get the most out of AWS.,
No recently visited services P Training and certification [2
:_@ Learn from AWS experts and advance your
Explore one of these commonly visited AWS services. skills and knowledge.

1AM EC2 S3 RDS Lambda
What's new with AWS? [3

.@~ Discover new AWS services, features, and
Regions. *

View all services

11
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Part 2
Setting up a
Billing Alarm



This next step is going to take a bit of time, but it's important and we don't
recommend skipping it. In this step we will show you how to set up a billing
alarm which will notify you via email if you ever exceed a $USD threshold you
select. This can be very helpful to catch any over-spending early and avoid a large

bill from AWS at the end of any given month.

Ready? Here we go!

Signh into your console and select
the "us-east-1region” using the
dropdown menu in the top right
corner.

Then click on the account name in
the top right corner and from the
dropdown select “Account”.

© CloudWolf | www.cloudwolf.com

1e fundame

g and certification

US East (Ohio) us-east-2
US West (N. California) us-west-1

US West (Oregon) us-west-2

Asia Pacific (Mumbai) ap-south-1
Asia Pacific (Osaka) ap-northeast-3
Asia Pacific (Seoul) ap-northeast-2
Asia Pacific (Singapore) ap-southeast-1

Asia Pacific (Sydney) ap-southeast-2

VAN ©) N. Virginia 2N

Account ID: 7496-0111-4921

Organization
Service Quotas
Billing Dashboard

Security credentials

Settings




SETTING UP A BILLING ALARM

——
Scroll down on the P —
following screen until S m—— e i
you see the section e o
titled “IAM User and - 1
Role Access to Billing T B
Information” - !
Click the Edit button s o o —
sl e
Check the box
“Activate IAM Access”.
We will need this later SR
in the course when we ~.
are working with the ‘\ o
Identity & Access
Management (IAM)
service.

Click Update.

14
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SETTING UP A BILLING ALARM

Ensure that “IAM

u Se r/ro I e a CC@SS to 1AM user and role access to Billing information o

billing information” is

2le 2cress to billing information

now Activated.

In the menu on the
left, scroll down and
click “Billing
Preferences”.

Edit your Invoice
delivery preferences,
check the checkbox
and click Update.

© CloudWolf | www.cloudwolf.com

» Savings Plans

P Reservations

Preferences and Settings

Payment Preferences
Billing Preferences ,
Cost Management Preferences

Tax Settings

Legacy Pages
Billing Home

Cost Management Home

Invoice delivery preferences info

PDF invoices delivery by email /

e Deactivated

Invoice delivery preferences info

F invoices delivered by email
e

ha

o @ <S> 9~



Edit your Alert
preferences, check
both checkboxes, the
click Update. You can
also enter an email
address if you would
like to deliver these
alerts to another
address than the one
you registered with.

Once you are done,
the page should look
like this.

ks

Alert preferences info
AWS Free Tier alerts
© Not delivered

CloudWatch billing alerts
© Not delivered

N Alert preferences info

Receive AWS Free Tier alerts

If this option is selected, your AWS Free Tier usage alerts will be sent to the email address that you used to
create your account. To send these alerts to a different email address, specify it below.

Email address to receive Free Tier usage alerts - optional

| Email address (optional)

Rg CloudWatch billing alerts

Once enabled, this preference cannot be disabled.

- |

Billing and Cost Management > Billing Preferences

Billing preferences .

Invoice delivery preferences inio Alert preferences inc
PDF invoices delivery by email AWS Frae Tier alerts
@ Activated @ Delivered to

Root user email address

Cloudwatch billing alerts
@ Delivered

Phew! That was a lot. Congratulations, you are done with the first part of the
billing safeguards setup. If you followed these steps carefully, you will now
receive an alert from AWS whenever you are approaching or have exceeded
the AWS Free Tier usage limits.

16
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Now we move onto Part 2 of the billing safeguards setup where we will set up
an alarm. Some services in AWS have both free tiers and paid tiers and it can
be easy to slip into the paid tier (e.g. if you forget to switch an EC2 instance off
and use a few too many compute hours). The alarm, which we will set up, will
notify you via email if this happens and your bill for the month exceeds a
threshold X USD$ which you select. This can be very handy. Let's do it!

In the search bar at the top type in
"CloudWatch". Don't worry if in the
following steps you feel that you
don't really understand what is
going on. You will learn all about
“CloudWatch” (as well as many
other services) inside our courses.
However, for now we need to follow
the steps to setup the billing alarm
to ensure the safety of our funds.

On the CloudWatch homepage
select “Create alarms”.

Then select “Create alarm™:

CloudWatch » Alarms

Alarms (0)
Q, Search

Name

© CloudWolf | www.cloudwolf.com

& ® ™ AWS Email Verification - cloud. X i Billing Management Console X +

& us-east-1.console.aws.amazon.com/billing/home?region=us-east-1#/preferences

< c

a\\ﬁs EEE Services

Q_ cloudwatch|

Home

Billing W, Services
Bills Features (15) .
Payments Resources ' New @
Credits

Blogs (452)

Purchase orders :
Documentation (66,155) 5
&

Cost & usage reports

Knowledge Articles (30)

Serverless service for building ever

Cost categories

CloudWatch

CloudWatch X
Overview info
Favorites and recents > X
Overview v
Dashboards
> Alisine Ao @o @o  Getstarted with CloudWatch
You don't have any alarms, metrics or default dashboard. Once you set them u
» Logs
» Metrics

AR

Set alarms on any of your metrics

to receive notification when your
metric crosses your specified
threshold.

Cre rms [4

Create and name any CloudW;

dashboard CloudWatch-Defz
to display it here.

» X-Ray traces
» Events
» Application monitoring

» Insights
Create a default dashboard

Settings New

Hide Auto Scaling alarms C

Any actions ... ¥ 1 (O]

Any state v Any type v

v State v Last state update v Conditions |  Actions

No alarms

No alarms to display

Read more about Alarms



SETTING UP A BILLING ALARM

CloudWatch > Alarms » Create alarm

Step 1
Specify metric and
conditions

Click “Select metric” s Netric

Configure actions

Specify metric and conditions

Graph

Preview of the metric or metric expression and the alarm threshold.

Step 3
Add name and q Select megj

description

Step 4

Preview and create

N. Virginia ¥

. Select metric X

Untitled graph [ 1h  3h 1zh 1d 3d 1w Custom [ Line Ad &) v

Scroll down to the : o
'our CloudWatch graph is empty.
bOttom Of the neXt o L Select some metrics to appear here.
popup window = e e e W=

Browse | Query i Graphed metrics Options Source Add math ¥ ” Add query ¥

Metrics (22) Graph with SQL Graph search
Q. Search for any metric, dimension, resource id or account id

Cancel Select a single metric to continue

Select “Billing”, then select “Total Estimated Charge”:

Select metric . Select metric
0915 09:30 09:45 1000 0915 0930 09:45 10:00 1015 1030
Browse Query Graphed metrics Options Browse 1 Query | Graphed metrics Options Source
Metrics (22) Metrics (2)
Q, Search for any metric, dimension, resource id or accoun All > Billing Q Search for any metric, dimension, resource id or account id
\ gilling 2 Logs By Service 1 Tc & timated Charge 1
L)

18
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SETTING UP A BILLING ALARM

Check the box “USD”
and then click “Select
Metric” on the right

Scroll down on the
following screen

Ensure that “Static” and
“Greater” are selected and
then specify a $USD amount
you would like to set as a
threshold. Whenever your
total charge for the month
exceeds this threshold, you
will be notified.

We recommend setting it to
$10 USD. However, please set
whatever amount you are
comfortable with.

© CloudWolf | www.cloudwolf.com

. Select metric

@ EstimatedCharges

Browse | Query ‘ Graphed metrics (1) | Options  Source

Metrics (1)

Al > Billing > Total Estimated Charge

Q. Search for any metric, dimension, resor

X
[ sraphwithsaL | [ Groph search |
urce id o aceount id <13 @

Curreney 1/1

A | Metric name

v

usD)

Epicl e

Cancel

Lo lect metric

CloudWatch > Alarms > Create alarm

Step 1 . . saie
Sy oo Specify metric and conditions
conditions
i
Step 2
Configure actions
Graph
S This alarm will trigger when the blue line goes above the red line for 1 datapoints within 6 hours.
Add name and =
descripti 1 Namespace
AWS/Billing
Step4 08
P d creat Metric name
98 [ EstimatedCharges [
04
Currency
02 [uso |
0 g
Statistic
12/26 12/28 12/30 12/31
® EstimatedCharges I Q. Maximum X l
Period
[ 6 hours v
Conditions

\vmshom type
© Static

Use a value as a threshold

() Anomaly detection
Use a band as a threshold

Whenever EstimatedCharges is...
fine the alarm condition.

O Greater () Greater/Equal

> threshold >= threshold
than...
Define the threshold value.

Must be a number

» Additional configuration

<= threshold

’ ) Lower/Equal

) Lower
< threshold

Ny

o @ &S O~



SETTING UP A BILLING ALARM

On this next screen ensure
that “In alarm” is selected.
Then select “Create new
topic” and enter your email
address.

Click “Create topic”.

Wait for the topic to be
created, then scroll down to
the bottom and click “Next”.

Give a name to your billing
alarm, for example
"MyBillingAlarm”, and click
Next.

© CloudWolf | www.cloudwolf.com

conditions

Step 2
Configure actions

Step3
Add name and
description

Step 4

Preview and create

Notification

‘Deﬁne the alarm state that will trigger this action.
f O Inalarm O oK

The metric or expression is The metric or expression is
outside of the defined within the defined threshold.
threshold.

O Insufficient data
The alarm has just started or
not enough data is available.

Send a notification to the following SNS topic
Define the SNS (Simple Notification Service) topic that will receive the notification.

‘2 Select an existing SNS topic
Create new topic
() Use topic ARN to notify other accounts

Create a new topic...
The topic name must be unique.

Default_CloudWatch_Alarms_Topic ]

SNS topic names can contain only alphanumeric characters, hyphens (-) and underscores ().

Email endpoints that will receive the notification...
Add a comma-separated list of email addresses. Each address will be added as a subscription to the topic above.

cloudwolfstudent@gmail.com

@example.com, user2@example.com

'

Add notification

Auto Scaling action

Add Auto Scaling action

EC2 action

This action is only available for EC2 Per-Instance Metrics.

Add EC2 action

Systems Manager action Info [2

This action will create an Incident or Opsitem in Systems Manager when the alarm is In alarm state.

[ Add Systems Manager action

Step 1
Specify metric and
conditions

Step 2
Configure actions

Step3
Add name and
description

Stepd

Preview and create

Add name and description

Name and description

Alarm name

MyBillingAlarm| I
Alarm il - optional View for g gt
Edit Preview
#Thisisan H1

**double asterisks will produce strong character**
This is fan example](https://example.com/) inline tink.

Up ta 1024 characters (0/1024)

@© Markdown formatting is only applied when viewing your alarm in the console. The description will

remain in plain text in the alarm notifications.
u

0 @S 0~



SETTING UP A BILLING ALARM

Cloudwatch » Alarms » Create alarm
. Step 1 .
On this next screen scroll i Mo Preview and create
conditions
d t t h b tt Step 1: Specify metric and conditions
own to tne pottom... -
Configure actions Metric
Step 3
Ad: d Graph
e This alarm will trigger when the blue line goes above the red line for 1 datapoints within 6 hours.
description
582 Namespace
Stepd No unit AWS/Billing
Preview and create 10
Metric name
EstimatedCharges
5 Currency
uso
Statistic
Maximum
[
12/26 12/28 12/30 12/31 )
@ EstimatedCharges Rariod
6 hours
L3

» Additional configuration

Step 2: Configure actions

Actions

coe a n d C | i C k “ C re a te Al a r m ". NW‘::wclar:‘:l:rm, send a notification to "Default_CloudWatch_Alarms_Topic”

Step 3: Add name and description

Name and description

Name
MyBillingAlarm

Description

] -
L3

Voila! Your alarm has been created... However, there is one final thing left to do.
You need to confirm the subscription in your email inbox.

N. Virginia ¥ Cloud Wolf Student ¥
S © Semr i i [ Viewsiam RS
Favorites and recents ‘ @® Some subscriptions are pending confirmation View SNS Subscriptions X

Amazon SNS doesn't send messages to an endpoint until the subscription is confirmed
Dashboards
¥ Alarms Ao @o o
CloudWatch » Alarms
In alarm
All alarms
Alarms (1) [} Hide Auto Scaling alarms Clear selection Create composite alarm Actions ¥ m
Billing
‘ Q Search ‘ ‘ Any state v | lAnytype ¥ || Anyactions... ¥ ‘ <1 > @
» Logs
» Metrics O Name v | State v | Last state update v | Conditions | Actions
. - ’ - {
» X-Ray traces (] MyBillingAlarm @ Insufficient data 2023-01-02 17:56:42 6 hours arges 10 for't within @ Actions enabled Warni
» Events

21
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SETTING UP A BILLING ALARM

Proceed to your inbox
in a new tab (keep the
CloudWatch tab open
for now).

If you don't see an
“AWS Notification”
email there, then check
your spam folder.

Confirm your
subscription to the SNS
topic which you
created by clicking the
link.

You should see an
email confirmation
window which looks
like this.

e e ™ Spam (1) - cloudwolfstudent@ X . CloudWatch Management Cor 8" +

€« 5 c

= M Gmail

S

Compose

Inbox
Starred
Snoozed
Sent

Drafts

> DV %O

Less

Important
Chats

-

Bin

2 @R J WU

& mail.google.com/mail/u/O/#spam

Scheduled
All Mail
1

Q  in:spam

[ From ) [ Any time ~ J [ Has attachment ] [ To « J [ Is unread j Advanced ¢

o~ ¢
Messages that have been in Spam for more than 30 days will be auton

- AWS Notifications AWS Notification - Subscription Confirmation - Yo

Terms - Privacy - Programme

D.CRAtIECAusad (2

AWS Notification - Subscription Confirmation seam x

AWS Notificati
tome v

Why is this message in spam? It is similar to messages that were identified as spam in the past.

You have chosen to subscribe to the topic:

com> 17:54 (3 minutes ago)

Confir e rilion

Please do not reply directly to this emad, If you wish to remove yourseif from receiving all future SNS subscription confirmation requests please send an email lo sns-opt-out

111492 _CloudWatch_Alarms_Topic

\ To confiri: this subscription, click or visit the link below (If this was in error no action is necessary):

© CloudWolf | www.cloudwolf.com

€ > C

[ BN ] M AWS Motification - Subscriptic. % @ https:/fsns.us-east-l.amazon: X d

@ sns.us-east-1l.amazonaws.com/confirmation.html?TopicArn=arn:aws:

dWs

1

Simple Notification Service

Subscription confirmed!
You have successfully subscribed.

Your subscription's id is:

ArN:aws:sSns ius-east—

1:749601114921:Default CleudwWateh Alarms Tepic:51bl7l6a-atéle-4683-
8ch0-6264feb23558

If it was not your intention to subscribe, click here to unsubscribe.

o @ &S 0~



SETTING UP A BILLING ALARM

If you go back to your
CloudWatch window.
You will see that there
isa “Warning” in
Actions.

If you click the
“Refresh” button, the
warning should
disappear since you've
confirmed your
subscription.

Now if you click on “View SNS
Subscriptions”, you will see...

..that your subscription
to this topic is all set.

CloudwWatch » Alarms

Alarms (1) [ Hide Auto Scaling alarms Clear selection Create composite alarm Actions ¥ m
Q, search ‘ |Anystahe v } |Anytype v .Anya:tions... v | <1 > @
MName v | State v Last state update v | Conditions | Actions
MyBillingAlarm @ok 2023 0102172 e matedCharges > 10 for 1 datapoints within @ actions enabifd Warning
Alarms (1) [ Hide Auto Scaling alarms Clear selection &j Create composite alarm Actions ¥ m
Q Search | |Anystabe v } ‘Anytype v Any actions ... ¥ | <1 > &
Name v | State v | Laststate update v | Conditions | Actions v
MyBillingAlarm @ok 2023-01-02 17:57:12 s harges > 10 for 1 datapoints within 0y s ctions enabled

M. Virginia =

Cloud Wolf Student v

View SN° -~ b scriptions X

Actions ¥

bn Create composite alarm

y state v l ‘ Any type v Any actions ... ¥ ‘
Conditions | Actions
Es;m?:edcharges = 10 for 1 datapoints within @ Actions

|

<1 > @ I

v

enabled

Amazon SNS > Subscriptions

Subscriptions (1) Edit Delete Request confirmation Confirm subscription
Q Ssearch
D A Endpoint v Status v Protocol ¥

51b1716a-a61c-4683-8c00-6264feb23: & tloudwolfsludent@gmaluom I-G)Conﬁrmed EMAIL

Create subscription

<1 @

Topic

Default_CloudWatch_Alarms

Congratulations! You've set up your billing alarm. If your charge for the month
exceeds the $USD threshold you have set, you will be notified. Looking forward
to seeing you in the next section of the handbook. Until then, enjoy the cloud!

© CloudWolf | www.cloudwolf.com
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CREATING AN IAM USER

Part 4:

Creating an
IAM User




Note: It is an AWS best practice to use an IAM User with limited access to
operate an account, instead of using the root user.

First, we will search “IAM” in the
search bar Features (19)

Using the left panel, select

“Users”, followed by clicking on

Add users”. ¥ Access management
User groups

Users

Roles

In the configuration menu, write a desired name for your account.
Check the “Provide user access to the AWS console” option.
Click on “l want to create an IAM user”.

User details

User name

B | Hodein

The user name can have up to 64 characters. Valid characters: A-Z, a-2, 0-8, and + = . @ [hyphen)

I Provide user access to the AWS Management Console - optional
f you're providing console access to a person, it's a best practice Z to manage their acoess in 1AM Identity Cente

Are you providing console access to a person?

Specify a user in Identity Center - Recommended

We recommend that you use Identity Center to provide console access to a person. With ldentity Center, you can centrally manage user access to their AWS
accounts and clouwd applications

— 9 want to create an IAM user
We recommend that you create 1AM users only if you need to enable programmatic access through access keys, service-specific credentials for AWS

CodeCommit or Amazon Keyspaces, or 3 backup credential for emengency acoount access

Console password

O Autogenerated password

You can view the password after you create the user.
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CREATING AN IAM USER

We can now choose a password. Tick “Custom password” and enter one of your
choice. (make sure to remember it or note it down)

Console password
() Autogenerated password

You can view the password after you create the user.

© Custom password
Enter a custom password for the user.

DOMM
* Must be at least 8 characters long
* Must include at least three of the following mix of character types: uppercase letters (A-2), lowercase letters (3-2), numbers (0‘

* « (hyphen) =[] (}|'
[ Show password

Uncheck the following option:
—

| Users must create a new password at next sign-in (recommended).

Users automatically get the IAMUserChangePassword E policy to allow them to change their own password,

Note: You can use that option if you set up the account for someone else
and want to let them choose their password.

Click on “Next".
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CREATING AN IAM USER

We got to the “Set permissions” screen.

Here we decide what will our user be allowed to do.

It is an AWS best practice to create a group, add the user to the group, and
assign permissions for the entire group. (this helps when we have a bigger

company with many people using the account)

For now, we will directly attach a policy to our user:

© Attach policies directly
Attach a managed policy directly to a user. As
om an 2 best practice, we recommend attaching
policies to a group instead. Then, add the user
113 M M M n
Check “Attach policies directly to the appropriate group.

[ C |l Create policy [2

Permissions policies (1/1085)

Choose one or more policies to attach to your new user.

Q Filter distributions by text, property or value

Search for *Administrator

access” and select it. &  Policy name [ a | Type
8 B W9 AccessAnalyzerServiceRolePolicy AWS managed
L \ [@ &9 AdministratorAccess AWS managed - job function
Click Next, review your 7] [ AdministratorAccess-Amplify AWS managed

settings and if you're happy
with everything, press on
“Create user”.

EE — /BN

Congratulations!
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CREATING AN IAM USER

To make our life easier, we will now create an Account Alias.

Q Search IAM

In the left menu, go to “Dashboard Dashboard

Account Alias I

Click on “Create” on the right side of 745601114921 Create
the screen. Sian-in URL for LAM u=ars in

Create alias for AWS account 749601114921

Preferred alias
W rite a m e m O ra b I e a n d '.Cf'.;b:nd‘:)' more N\::- 63 characters. Valid characters are a-2, 0-8, and - (hyphen)
suggestive name and Save -
the chan ges. hitpe:/fcioudwolfstudent.signin.aws.amazon.com/console

€ 1AM users will still be able to use the default URL containing the AWS account
ID.

ot (N

Now it will be much easier for you to login using the name of your choice instead
of remembering a set of random numbers.

28
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Let's open a nhew incognito window and try to login as our new user!

%) O @ incognito(2) i

You've gone Incognito

First way to connect:

Press the Copy icon on your
IAM Dashboard and paste it in AWS Account
the incognito window.

Account ID

for the account ID, make sure (@ 740001114921

your Alias is shown. Account Alias

cloudwolfstudent Edit | Delete

For the User, enter the Sign-in URL for IAM users in this

Username you have just t e
tps//cloudwolfstudent.signi

created and for the password, | e

the custom password chosen
in the configurator.
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CREATING AN IAM USER

Second method:

If you don't know the link for the AWS Console, do the following:

Go on google.
Search “aws”".

Skip the ads, find “AWS Management Console” and click it.

hitps./faws.amazon.com

Cloud Computing Services - Amazon Web Services (AWS)
Amazon Web Services offers reliable, scalable, and inexpensive cloud computing services, Free

to join, pay only for what you use.

AWS Mana( ¢ :nt Console

Conscle Overview - Discover and experiment with over 150 AWS ...

Free Tier

Amazon EC2 - AWS Activate Founders - AWS Lambda - FAQs

Click “Log back in”.

Select “IAM User” and write your Account Alias. Click Next.
Now write your user and password and Sign in.

Congrats! You are now logged in as the new user ©

' Root user
Account owner that performs tasks requiring
unrestricted access. Leam mom

® 1AM user
User within an account that performs daily tasks.
Learn more

Account ID (12 digits) or account alias

cloudwolfstudent

B BT

|___By continuing, you agres to the AWS Customer

© CloudWolf | www.cloudwolf.com

Sign in as IAM user

Account ID (12 digits) or account alias

cloudwolfstudent

Sign in using root user email
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A difference you can notice is that on the root user account, if you click in the top
right corner you will see only the account ID.

While using the IAM User, you can see both the account ID and the Username.

N. Virgini v

AN () N. Virginia ¥

Account ID: 7496-0111-4921 (O

IAM user

ne In
Account
Account
Organization out
9 Organization
Service Quotas -
Q VS Service Quotas
new wid

Billing Dashboard Billing Dashboard

jew the

Security credentials Security credentials

ansole Homg

Settings your Co ST E

Info

Switch role

ROOT IAM User

Your AWS account is ready ©

Congratulations for this, we are now ready to dive into the course!
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THANK YOU

Thank you for using this Handbook
‘Getting Started with AWS”.
We hope you enjoyed it ©

Learn AWS with CloudWolf. Get
access to Additional Handbooks,
Courses, Exam Study Guides, Labs,
Practice Exams, Webinars, Quizzes,
Community and more!

www.cloudwolf.com
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